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SECURITY AND B USINESS RESILIENCE REVIEW SER VICE

THE NEED FORTHE SER/ICE

Declassifiedntelligencereportsnow indicatethat Al QueOdhaaspossessionf a nucleardeviceandis in the processof
designinga dirty bombto causeradiologicalcontaminatiorin cities. This is now somethingthat mustbe consideredy
companiesandutilities andorganisation®f all sizesif theyareto build resilienceinto their businessesThis servicewill
review a companylevel of preparednestor suchan eventualityand provide recommendationand ways to improve
protectionlevels.

SCOPE ORMWORKS

This serviceis designedfor corporations,banks, utilities, property managementompaniesgovernmentoffices and
SME®. It is designedo be strategicandcanbe carriedout in only 4 daysfor mostcompanieotherthanthe largestin-
ternationalconglomerates It reviewsa businesseability to surviveandbe resilientand secureagainstthe mostdevas
tatingemegenciesand disasterandwill reviewthefollowing areas:

Threat
Quantitativethreatassessmerandbusinessmpactanalysisagainstall typesof majordisasterisks.

Security

Physicalsecurity cashandelectronicsecuritysurveys, CCTV surveillanceandaccessontrol. Cashandvault protec
tion servicesand branchcounterdesignandtheft preventionmeasures.Security planningfor the key buildingsand
securityproceduresndmanuals.

IT
IT Networksecurity encryptionreviews,gatewayplanninganddesign firewalls, encryption LAN andWAN security

BusinessContinuity
Global strategiccontinuity planning,impact analysis,critical contracts,jnformation and original documentsproce
dures,manualsmirroring, andalternatedatacentres.

BusinessResilience
Businesssegregatiorby operationsareasand functions, key critical staf, key locations,automatichandoverof re-
sponsibility communicationsinddispersednanagement

Building Hardening againstTerrorism
Building blastabsorptiormeasuresgetectionand prevention,glassinjury protection,car park supervisionand park
ing controls, bomlevacuatiorproceduresgluty of care,newbuilding legislation.

Crisis Managementin National Disasters
Crisismanagemenpreparednessaining,decision-makingtructures.

Chemical, Biological, Nuclear and Radiological (CBRN) contamination
Theseelementsaare bunchediogetherbut in reality their effectsanddelivery andimplication a very significantly dif-
ferent. Theimplicationsof eachwill be explored.



ANTI-TERRORISM AND SECURITY AND BUSINESS RESILIENCE PROJECT REFERENCE
LIST

Hereis alist of just someof the clientsandprojectsthatour membersaveserved:

¥ Arab NationalBank- full globalcontinuity strategyandplanover5 yearsto alternatedatacentre.

¥ Arab NationalBank- full LAN andWAN encryptionstudyfor total commsencryptionin SaudiArabia.

¥ Arab NationalBank- full anti-terroristsurveyof Headquartersn SaudiArabia.

¥ Al FaisaliahandKing FaisalFoundation full anti-terroristsurveyof Headquartersn SaudiArabia.

¥ NationalBankof Kuwait - full IT businesgontinuity plan,locationselectionranddraft specification.

¥ CentralBankof Sudan networksecurityreviewandextensive T securitytrainingprogramme.

¥ Pinnaclelnsuranceplc - full businessontinuity plan,procedurespbjectivesandmanual.

¥ PrivateClient InvestmenHouse- full businesontinuityreviewandrecommendationandadditions.

¥ LondonBankof Havana full IT securitysurveyandimplementation.

¥ British Arab CommercialBank London- full IT securityreview setup of internetgateway firewall and content
monitoringimplementation.

¥ Kuwait Airways - globalbusinessontinuity andresilienceplan andalternatedatacentreplan andphysicalairport
optionsdevelopmenin the eventof catastrophidailure or destructiorof Kuwait airport.

¥ ScottishExecutive- extensiveBS7799IT compliancereviewandbusinesgontinuity review

¥ EdenProject- full securityandIT securityreviewprojectandrecommendations.

UK COSTS

This is afixed costserviceandwill take4 daysat £750per day of which two dayswill be spentat your mainheadquar
terslocationandthe remaindemvriting up the surveyreport. Total cost£3,000plus VAT andtravellingcost.

OVERSEASCOSTS

Thisis a fixed costserviceandwill take5 daysof which 2 dayswill be spentat your mainheadquarterbcationandthe
remaindemriting up the surveyreportandtravelling. Total cost£3,750andeconomyair travel costplus hotelsandsub
sistence.

Tel: +65 65599330
Fax: +65 62661312
e-mail: sci.pte@btinternet.com
Web site: www.international-security-consultants.com



